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Key Terms and Acronyms 
 

All documents referenced in the HMIS Policies and Procedures can be found on the HMIS Documents 

page of the OC HMIS Information website unless otherwise noted. 

Term 
Acronym (if 
applicable) 

Definition 

2-1-1 Orange County 211OC 
Homeless Management Information System (HMIS) Lead Agency for 
Orange County Continuum of Care (CoC) 

Agency Administrator AA 

The HMIS User designated by their agency to serve as Agency 
Administrator is responsible for training new HMIS Users and 
overseeing data quality management, among other duties described 
in the Policies and Procedures  

Agency Agreement   
The agreement form between OC HMIS participating agencies and 
211OC that specifies the rights and responsibilities of the 
participating agency and 211OC regarding the use of HMIS. 

Annual Homeless 
Assessment Report 

AHAR 

The AHAR is a national-level report that provides information about 
homeless service providers, people and households experiencing 
homelessness, and various characteristics of that population. It 
informs strategic planning for federal, state, and local initiatives 
designed to prevent and end homelessness. The AHAR is submitted 
to Congress on an annual basis. 

Chronically Homeless CH 

In order to be eligible for housing restricted to chronically homeless 
individuals or families under the CoC program, participants must 
meet the definition of chronically homeless. The definition of 
chronically homeless is: 

 A homeless individual with a disability as defined in section 
401(9) of the McKinney-Vento Assistance Act (42 U.S.C. 
11360(9)), who: 

o Lives in a place not meant for human habitation, a 
safe haven, or in an emergency shelter, and 

o Has been homeless and living as described for at 
least 12 months* or on at least 4 separate 
occasions in the last 3 years, as long as the 
combined occasions equal at least 12 months and 
each break in homelessness separating the 
occasions included at least 7 consecutive nights of 
not living as described. 

 An individual who has been residing in an institutional care 
facility for less, including jail, substance abuse or mental 
health treatment facility, hospital, or other similar facility, 
for fewer than 90 days and met all of the criteria of this 
definition before entering that facility**; or 

 A family with an adult head of household (or, if there is no 
adult in the family, a minor head of household) who meets 
all of the criteria of this definition, including a family whose 
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composition has fluctuated while the head of household has 
been homeless. 

Client Identifying 
Information 

CII 

Client Identifying Information, also known as Personal Protected 
Information (PPI), is a category of sensitive information that is 
associated with an individual person. This information should be 
accessed only on a strict need-to-know basis, handled and stored 
with care. This category includes but is not limited to: First names, 
last names, dates of birth, and Social Security Numbers. 

Continuum of Care CoC 

The Continuum of Care is a collection of nonprofits and agencies that 
come together to promote community wide commitment to the goal 
of ending homelessness; promote access to and affect utilization of 
mainstream programs by homeless individuals and families; and 
optimize self-sufficiency among individuals and families experiencing 
homelessness. 

Continuum of Care 
Board 

CoC Board 

The Orange County Continuum of Care Board is the governing body 
for the Orange County CoC. They are committed to the goal of 
ending homelessness and are organized to carry out the 
responsibilities required under the CoC Program regulations, 24 CFR 
Part 578. 

Continuum of Care 
Collaborative 

Applicant 

CoC Collaborative 
Applicant 

The Orange County CoC designated the County of Orange as the 
Collaborative Applicant. The CoC Collaborative Applicant is tasked 
with coordinating the development of the CoC system, its planning, 
and supporting the various functions and activities as required by the 
HEARTH Act.  

Continuum of Care 
Program 

CoC 

The CoC Program is designed to assist individuals (including 
unaccompanied youth) and families experiencing homelessness and 
to provide the services needed to help such individuals move into 
transitional and permanent housing, with the goal of long-term 
stability. More broadly, the program is designed to promote 
community-wide planning and strategic use of resources to address 
homelessness; improve coordination and integration with 
mainstream resources and other programs targeted to people 
experiencing homelessness; improve data collection and 
performance measurement; and allow each community to tailor its 
program to the particular strengths and challenges within that 
community. 

Coordinated Entry 
System 

CES 

A project that administers the continuum’s centralized or 
coordinated process to coordinate assessment and referral of 
individuals and families seeking housing or services, including the use 
of a comprehensive and standardized assessment tool. 

Coverage Rate   

Coverage rate refers to the percentage of beds targeted to serve 
homeless clients in a geographic area that are  captured in the 
Homeless Management Information System (HMIS) divided by the 
total number of beds targeted to serve homeless clients in the 
geographic area (excluding beds targeted to serve domestic violence 
clients).  Coverage rate estimates are used to project a total 
homeless count if there are homeless service providers in the 
jurisdiction that do not participate in HMIS. 
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Day Shelter DS 
A project that offers daytime facilities and services (no overnight 
lodging) for persons who are experiencing homelessness. 

Department of Health 
and Human Services 

HHS 

The U.S. Department of Health and Human Services (HHS), also 
known as the Health Department, is a cabinet-level department of 
the U.S. Federal government. The Health Department’s goal is to 
protect the health of all Americans and provide essential human 
services. 

Department of 
Housing and Urban 

Development 
HUD 

The U.S. Department of Housing and Urban Development (HUD) is a 
Cabinet department in the Executive branch of the US. Federal 
government. HUD’s goal is to create strong, sustainable, inclusive 
communities and quality affordable homes for all.  

Emergency Shelter ES 

A project that offers temporary shelter (lodging) for people 
experiencing homelessness in general or for a specific population of 
people experiencing homelessness. Requirements and limitations 
may vary by program and may be specified by the funder. 

Emergency Shelter 
Tracking Method 

 

The method used to track the nights that a client stays at an 
Emergency Shelter project. One method must be identified in an 
HMIS for each Emergency Shelter project. The method used is 
important for the indication of length of stay in projects. 

 Entry/Exit: Used for all shelters that are able to collect client 
data (Universal Data Elements and certain Program-Specific 
Data Elements) at project start and project exit, including 
projects that require or strongly encourage a continuous 
stay while a client resolves their homelessness. For such 
shelters, length of stay is calculated based on the number of 
nights between project entry and project exit. 

 Night-by-Night (NBN): Used by some high-volume shelters 
and shelters where a significant proportion of clients spend 
a night at the shelter as needed on an irregular basis. For 
reporting purposes, a client's length of stay in the project 
will be based on the actual number of bed nights and not on 
the period of time from entry to exit. 

Emergency Solutions 
Grants Program 

ESG 

The ESG program provides funding to: 

 Engage homeless individuals and families living on the 
street; 

 Improve the number and quality of emergency shelters for 
homeless individuals and families; 

 Help operate these shelters; 

 Provide essential services to shelter residents; 

 Rapidly re-house homeless individuals and families; and 

 Prevent families and individuals from becoming homeless. 

Health Insurance 
Portability and 

Accountability Act of 
1996 

HIPAA 

The Health Insurance Portability and Accountability Act of 1996, 
particularly the Privacy Rule under Title II, regulates the use and 
disclosure of Protected Health Information (PHI) held by covered 
entities and business associates.  HIPAA is the base operational 
privacy rule on which the Orange County HMIS privacy rule is 
structured.    
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HMIS Lead Agency   
The HMIS Lead Agency is an agency, organization, or government 
department designated by the CoC Board to administer and manage 
the HMIS for the CoC jurisdiction. 

Homeless 
Management 

Information System 
HMIS 

A data system that meets U.S. Department of Housing and Urban 
Development’s requirements and is used to collect client-level data 
and data on the provision of housing and services to homeless 
individuals and families and persons at risk of homelessness. The 
HMIS is also the primary reporting tool for HUD homeless service 
grants as well as for other Federal, State and local government 
streams of funding related to homelessness. HMIS data is used to 
better inform homeless policy and analyze program and system 
impact in addressing homelessness.  

Homelessness 
Prevention 

HP 

A project that offers services and/or financial assistance necessary to 
prevent individuals and families from experiencing homelessness, 
including moving into an emergency shelter or place not meant for 
human habitation. 

Housing Inventory 
Count 

HIC 

The Housing Inventory Count (HIC) is a point-in-time inventory of 
housing programs within a CoC that provide beds and units 
dedicated to serve people experiencing homelessness (or for 
permanent housing projects, were experiencing homelessness at 
entry). The project types included in the HIC are Emergency 
Shelter, Transitional Housing, Rapid Re-housing, Safe Haven, 
and Permanent Supportive Housing. The US Department of Housing 
and Urban Development (HUD) requires the submission of the HIC on 
an annual basis. 

Housing Opportunities 
for Persons with AIDS 

Program 
HOPWA 

HOPWA provides housing assistance and related supportive services 
for persons with HIV/AIDS, and family members who are homeless or 
at risk of homelessness.  This project has different project reporting 
requirements than the other HUD funded projects described in the 
Policies and Procedures. 

Interagency Data 
Sharing Consent Form 

 

Allows client-level data and enrollment data to be shared among OC 
HMIS Participating Agencies. HOPWA funded projects are exempt 
from the data sharing mandate due to privacy laws protecting 
clients’ HIV status. 

Length of Stay LOS 
The number of days between the beginning of services and the end 
of services.  It is calculated using entry and exit dates or shelter stay 
dates, depending on the project’s method of tracking bed nights. 

Longitudinal Systems 
Analysis 

LSA 

The LSA is a report submitted by each CoC on an annual basis, and 
includes demographic, performance, and household composition 
information, as well as patters of system use. The LSA from each CoC 
is consolidated to create the AHAR that is submitted to Congress. 

http://ochmis.org/glossary/emergency-shelter/
http://ochmis.org/glossary/emergency-shelter/
http://ochmis.org/glossary/transitional-housing/
http://ochmis.org/glossary/rapid-re-housing/
http://ochmis.org/glossary/safe-haven/
http://ochmis.org/glossary/permanent-supportive-housing/
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Other (project type)   

A project that offers services, but does not provide lodging, and 
cannot otherwise be categorized as another project type, per above. 
Any project that provides only stand-alone supportive services (other 
than outreach) and has no associated housing outcomes should be 
categorized as ‘Other.’ For example, a project funded to provide child 
care for persons in permanent housing or a dental care project 
funded to serve homeless clients should be typed ‘Other.’ A project 
funded to provide ongoing case management with associated 
housing outcomes should be typed ‘Services Only.’ 

Participating Agencies   
Agencies, organizations or local government departments that 
actively participate in HMIS through input of client-level data and 
project information.  

PH - Housing Only OPH 
A project that offers permanent housing for persons who are 
experiencing homelessness, but does not make supportive services 
available as part of the project. 

PH – Housing with 
Services (no disability 

required for entry) 
OPH 

A project that offers permanent housing and supportive services to 
assist homeless persons to live independently, but does not limit 
eligibility to individuals with disabilities or families in which one adult 
or child has a disability. 

PH - Permanent 
Supportive Housing 

(disability required for 
entry) 

PSH 

A project that offers permanent housing and supportive services to 
assist chronic homeless persons with a disability (individuals with 
disabilities or families in which one adult or child has a disability) to 
live independently. 

PH - Rapid Re-Housing RRH 

A permanent housing project that provides housing relocation and 
stabilization services and short- and/or medium-term rental 
assistance as necessary to help a homeless individual or family move 
as quickly as possible into permanent housing and achieve stability in 
that housing. 

Point in Time Count PIT 

A point-in-time count is an unduplicated count on a single night 
during the last ten days of January of the people in a community who 
are experiencing homelessness that includes both sheltered and 
unsheltered populations. An annual sheltered PIT count is conducted 
using HMIS data and other sources. A biannual unsheltered PIT is 
conducted on odd years.  

Policies, Procedures, 
and Standards 

Committee 
PPS Committee 

The PPS Committee will function as an advisory group to the CoC 
Board. This committee aligns with the intent of ensuring that the CoC 
has clearly documented policies and standards for process review, 
policy formation, assessment of current policies and procedures and 
formation and conduct of committees in the service of the CoC, 
Coordinated Entry System (CES) and Homeless Management 
Information System (HMIS). The PPS Committee will support with 
creating a clear structure for policy development and subsequent 
revisions, monitoring and vetting work done through committees, 
work groups and ad hoc groups will create efficiencies and improve 
the amount of work that the CoC Board can accomplish. 
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Project Types   

A project is to be assigned a 'Project Type' based on the lodging or 

service it is providing. The project type selected directly impacts data 

collection and reporting requirements. The U.S. Department of 

Housing and Urban Development defines these Project Types in 

HMIS: 

 Homelessness Prevention 

 Street Outreach 

 Emergency Shelter 

 Day Shelter 

 Transitional Housing 

 Safe Haven 

 PH - Rapid Re-Housing 

 PH - Permanent Supportive Housing (disability required for 
entry) 

 PH – Housing with Services (no disability required for entry) 

 PH - Housing Only 

 Coordinated Entry 

 Services Only 

 Other 

Projects for Assistance 
in Transition from 

Homelessness 
PATH 

PATH is funded by the Substance Abuse and Mental Health Services 
Administration (SAMHSA).  It provides services to mentally ill 
homeless people, primarily through street outreach, to link them to 
permanent community housing.  This project has different reporting 
requirements than HUD funded projects and uses HMIS to collect 
this information. 

Runaway Homeless 
Youth program 

RHY 

The Runaway and Homeless Youth Program (RHY) supports street 
outreach, emergency shelters and longer-term transitional living and 
maternity group home programs to serve homeless youth (up to age 
25). The program is managed by the Family and Youth Services 
Bureau (FYSB). 

Safe Haven SH 

A project that offers supportive housing that (1) serves hard to reach 
homeless persons with severe mental illness who came from the 
streets and have been unwilling or unable to participate in 
supportive services; (2) provides 24-hour residence for eligible 
persons for an unspecified period; (3) has an overnight capacity 
limited to 25 or fewer persons; and (4) provides low demand services 
and referrals for the residents. 

Services Only SSO 

A project that offers only stand-alone supportive services (other than 
outreach) to address the special needs of participants (such as child 
care, employment assistance, and transportation services) and has 
associated housing outcomes. 
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Street Outreach SO 

A project that offers services necessary to reach out to unsheltered 
homeless people, connect them with emergency shelter, housing, or 
critical services, and provide urgent, non-facility-based care to 
unsheltered homeless people who are unwilling or unable to access 
emergency shelter, housing, or an appropriate health facility. Only 
persons who are “street homeless” should be entered into a street 
outreach project. Projects that also serve persons other than “street 
homeless” must have two separate projects to be set up in an HMIS 
– one ‘Street Outreach’ and the other ‘Services Only.’ 

Supportive Services 
for Veteran Families 

Program 
SSVF 

This program is overseen by the VA, and the purpose is to provide 
supportive services grants to private non-profit organizations and 
consumer cooperatives who will coordinate or provide supportive 
services to very low-income veteran families who are residing in 
permanent housing, are homeless and scheduled to become 
residents of permanent housing within a specified time period, or 
after exiting permanent housing, are seeking other housing that is 
responsive to such very low-income veteran family’s needs and 
preferences. 

System Performance 
Measures 

SPM 

The HUD System Performance Report measures the performance of 
a CoC as a whole as mandated by the 2009 HEARTH Act. The System 
Performance Report analyzes the performance of Safe Haven, Street 
Outreach, Emergency Shelter, Transitional Housing, and Permanent 
Housing (including Permanent Supportive Housing, Rapid Re-
Housing, and Other Permanent Housing) project types in the Orange 
County CoC that participate in HMIS. 

Transitional Housing TH 

A project that provides temporary lodging and is designed to 
facilitate the movement of homeless individuals and families into 
permanent housing within a specified period of time, but no longer 
than 24 months. Requirements and limitations may vary by program 
and may be specified by the funder. 

U.S. Department 
of Veterans Affairs 

VA 
The U.S. Department of Veterans Affairs provides patient care and 
federal benefits to veterans and their dependents. 

User Agreement   

The agreement form between individual users and the HMIS Lead 
Agency that outlines a user’s responsibilities when using HMIS. This 
form is signed on the user’s first log-in to HMIS, and again every year 
the user’s account is active. 

Veteran Affairs 
Supportive Housing 

VASH 

The HUD-Veterans Affairs Supportive Housing (HUD-VASH) program 
combines Housing Choice Voucher (HCV) rental assistance for 
homeless Veterans with case management and clinical services 
provided by the U.S. Department of Veterans Affairs (VA). VA 
provides these services for participating Veterans at VA medical 
centers (VAMCs) and community-based outreach clinics. 

 

211OC: HMIS Lead Agency 
The Orange County CoC has designated 2-1-1 Orange County (211OC) as the Homeless Management 

Information System (HMIS) Lead Agency. As the HMIS Lead Agency, 211OC is tasked with assisting the 

Orange County CoC with: 
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 Developing and implementing a privacy plan, security plan and data quality plan for the CoC HMIS 

 Ensuring consistent participation of State, Federal and local government funded recipients and 
sub recipients in HMIS 

 Ensuring HMIS is administered in compliance with requirements prescribed by the U.S. 
Department of Housing and Urban Development (HUD) 

 Ensuring the HMIS operates efficiently and effectively to promote agency participation and 
system coordination 

 Providing system, agency, and project-level analysis of utilization and performance across the 
CoC 
 

HMIS Lead Agency Contact Information: 

OC HMIS Information Website http://ochmis.org/ 
OC HMIS Training Website http://training.ochmis.org/ 
OC HMIS Login https://oc.clarityhs.com/login 
HMIS Helpdesk http://ochmis.211oc.happyfox.com/home 

 

I. Background & Purpose 
The Homeless Management Information System (HMIS) is the electronic data collection system utilized 

by the Orange County CoC to comply with the responsibilities outlined in 24 CFR 578.7(b) for designating 

and operating an HMIS. HMIS is the local information technology system requirements that U.S. 

Department of Housing and Urban Development (HUD) funding recipients and subrecipients use for 

homeless assistance programs as authorized by the McKinney-Vento Homeless Assistance Act. The 

Homeless Emergency Assistance and Rapid Transition to Housing (HEARTH) Act codifies in law certain 

data collection requirements integral to HMIS. The HEARTH Act requires that HUD ensure operation of 

and consistent participation by recipients and sub-recipients in an HMIS compliant software.  Current 

HMIS standards are included in the 2004 Technical Standards and the 2010 Data Standards. 

HUD and other planners and policymakers use aggregate HMIS data to better inform homeless policy 

and decision making at the federal, state and local government levels. HMIS enables HUD to collect 

aggregate data at the national-level on the extent and nature of homelessness over time. Specifically, an 

HMIS can be used to produce an unduplicated count of homeless persons, understand patterns of service 

use, and measure the effectiveness of homeless programs.  Data on homeless persons is collected and 

maintained at the local level. HMIS implementations can encompass geographic areas ranging from a 

single city to an entire state. 

The HEARTH Act also requires that all communities have an HMIS with the capacity to collect 

unduplicated counts of individuals and families experiencing homelessness. Through HMIS, a community 

should be able to collect information from projects serving homeless families and individuals to use as 

part of their needs analyses and to establish funding priorities. The HEARTH Act also codifies into law 

certain data collection requirements integral to HMIS. With enactment of the HEARTH Act, HMIS 

http://ochmis.org/
http://training.ochmis.org/
https://oc.clarityhs.com/login
http://ochmis.211oc.happyfox.com/home
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participation became a statutory requirement for recipients and subrecipients of CoC Program and 

Emergency Solutions Grants (ESG) funds. 

An HMIS can be used to: 

 Produce an unduplicated count of persons experiencing homelessness for each CoC 

 Describe the extent and nature of homelessness locally, regionally, and nationally 

 Identify patterns of service use 

 Measure program effectiveness 

The ensuing set of HMIS Policies and Procedures documents the Orange County CoC’s operation of its 

HMIS and acts as a guide to its continuing operation in compliance with the CoC and ESG Regulations 

and Interim Rules. The HMIS Policies and Procedures have been developed in mind to further the 

following HMIS Goals: 

 Assist in facilitating the coordination of care for homeless and at risk of homelessness 
populations. 

 Ensure accurate data about the nature of homeless services and clients in the Orange County 
CoC. 

 Ensure accurate data about the nature and extent of prevention and diversion services provided 
to households at risk of homelessness in the Orange County CoC. 

 Collect data that fulfills federal, state and local requirements for homeless reporting and inform 
system gaps and resource development 

II. Policies and Procedures Summary 
This document serves as the minimum standards of participation in the Orange County HMIS and 

represents general best practices. Operational standards in this document are not intended to supersede 

grant specific requirements and operating procedures as required by funding entities. PATH, HOPWA, 

and VA providers have operating rules specific to the U.S. Departments of Health and Human Services 

(HHS) and Veterans Affairs (VA).  

The HMIS Lead Agency, 211OC, will update this document at any time when necessary due to HUD or 

local CoC changes. The latest versions of the HUD HMIS Data Standards Manual and Data Dictionary are 

the basis for all programming specifications and requirements of HMIS. Updates will be brought to the 

Policies, Procedures and Standards Committee and the CoC Board for approval. Upon approval, updates 

to this document will be announced to all Agency Administrators via email and posted on the OC HMIS 

website. The most recently updated version of this document is the only version that is considered valid 

and supersedes all previous versions. 

III. HMIS Lead Agency Responsibilities 
a. Provide HMIS User training as needed. 
b. Develop and maintain training materials for all HMIS trainings. 
c. Develop and maintain client forms, including client and privacy forms. 

https://www.hudexchange.info/resource/3824/hmis-data-dictionary/
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d. Create HMIS User accounts and control access to HMIS. 
e. Communicate all system-wide changes to Agency Administrators via direct emails, 

announcements on ochmis.org and/or User Meetings. 
f. Resolve HMIS-related grievances that cannot be resolved by the agency working with the client. 

Clients can submit a grievance by completing the Grievance Form or calling 714-589-2360. 
g. Host HMIS User Meetings open to all HMIS Users to discuss the use and implementation of HMIS. 
h. Host the Data and Performance Management meetings, which are open to all HMIS Agency 

Administrators, and focus on performance and policies related to HMIS. 
i. Provide technical support to Agency Administrators via the HMIS Help Desk.  
j. Serve as intermediary between Participating Agencies and the HMIS vendor. 
k. Alert the HMIS vendor to all HUD deadlines for data standards changes, required reporting 

specifications, etc. 
l. Complete HMIS software testing, as needed. 
m. Submit tickets on behalf of Participating Agencies when HMIS Lead Agency is not able to resolve 

a technical issue. 
n. Ensure OC HMIS will be available to HMIS Users at a minimum of 99.95 percent of the monthly 

billing cycle. The HMIS Lead Agency will inform all HMIS Users of any planned or unplanned 
service outages via direct email or announcement on ochmis.org. 

o. Facilitate access to system level data. 
p. Establish HMIS participation fees based on appropriate criteria in collaboration with the CoC 

Collaborative Applicant and as approved by the CoC Board.  
q. Serve as Lead for all HUD-required reporting involving HMIS data (HIC and Sheltered PIT, System 

Performance Measures, Longitudinal Systems Analysis, etc.). 
r. Publish system, agency, and project level reports from HMIS as needed. 

IV. Help Desk Policies 
a. HMIS Help Desk hours are Monday through Friday from 9AM to 5PM, excluding holidays. 
b. Only designated Agency Administrators may submit requests for technical support to the HMIS 

Help Desk. The methods of contacting the HMIS Help Desk are below. Agency Administrators 
should not directly contact individual members of the HMIS team. 

a. HMIS Help Desk phone number 714-589-2360 
b. HMIS Help Desk website http://ochmis.211oc.happyfox.com/home 

c. HMIS Staff strives to answer all technical support tickets within three (3) business days, but 
workload, holidays and number of available staff may delay response. Agency Administrators are 
responsible for raising technical issues in a timely manner, keeping in mind that their request 
may not be solved same day. 

d. Client identifying information should never be sent to the HMIS Help Desk. This includes but is 
not limited to: First Names, Last Names, Dates of Birth, or Social Security Numbers. If you need 
to discuss a specific client only the client’s HMIS unique ID should be sent. Agency Administrators 
who repeatedly submit client identifying information to the HMIS Help Desk may be subject to 
corrective action. 

http://ochmis.org/wp-content/uploads/2020/06/Grievance-09-2018-Formatting-English_converted.pdf
http://ochmis.211oc.happyfox.com/home
http://ochmis.211oc.happyfox.com/home
http://ochmis.211oc.happyfox.com/home
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V. Agency Access 
a. In order to be granted HMIS Access, an organization must be able to meaningfully contribute 

information related to homeless assistance projects and/or homelessness prevention projects to 
the Orange County CoC.  

b. An organization that at minimum meets one of the following criteria will be granted access to 
HMIS:  

a. Manage a homeless assistance project and has the project included in HMIS to support 
an increase in bed coverage for the CoC. The following homeless assistance project types 
will increase bed coverage: emergency shelter, transitional housing, rapid rehousing, 
permanent supportive housing, and/or other permanent housing.  

b. Receive federal and/or state funding for the implementation and operations of a 
homeless assistance project and/or homelessness prevention project that requires HMIS 
participation.  

i. Organizations receiving funding that requires HMIS participation will be given data 
entry access, but this does not necessarily include data sharing with other 
agencies. Law enforcement agencies and legal service providers receiving funding 
that requires HMIS participation will be given data entry access only. 

ii. Victim service providers and legal service providers that are recipients of funds 
requiring participation in HMIS, but do not directly enter data into an HMIS, must 
use a comparable database. A comparable database allows the collection of the 
aggregate data needed for reporting while respecting the sensitive nature of the 
client-level information if it complies with all HMIS data, technical and security 
standards.  

c. Organizations that do not meet the above listed criteria will be required to submit an HMIS Access 
Application for review and consideration by the HMIS Access Ad Hoc to further evaluate the 
request.  

d. The HMIS Access Ad Hoc will be comprised of two to three CoC members appointed Board by the 
CoC Board membership, the CoC Collaborative Applicant and the HMIS Lead. The HMIS Access 
Ad Hoc will meet on an as-needed basis for the purposes of evaluating HMIS Access Applications.  

e. The HMIS Access Application requires organizations to detail how their organization’s 
participation in HMIS will be able to meaningfully contribute information related to homeless 
assistance projects or homelessness prevention projects to the Orange County CoC and how the 
HMIS access will improve the provision of homeless services in the Orange County CoC. The HMIS 
Access Application will also assist the HMIS Access Ad Hoc evaluate the organization’s HMIS Data 
Sharing capabilities.  

f. Organizations that meet the requirements for HMIS Access must be in compliance with all other 
aspects of the HMIS Policies and Procedures, including the HMIS Participating Agency Agreement 
and the Data Sharing Agreement.  

g. Agencies that are denied access to HMIS by the Agency Access Working Group may request an 
appeal. The purpose of the appeal is to ensure the integrity of the review process for the agency’s 
application. Appeals must be submitted to the HMIS Help Desk.  

a. Upon receipt of the request, the HMIS Lead will complete the Agency Access Process 
Review, and determine whether the review process was followed appropriately. If all 

https://www.cognitoforms.com/_211OC/HMISAccessApplication
https://www.cognitoforms.com/_211OC/HMISAccessApplication
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steps of the review process were followed, the decision by the Agency Access Working 
Group stands. If all steps in the review process were not followed, a sub-set of the Policies, 
Procedures, and Standards Committee will provide a secondary review and make a final 
determination regarding the agency’s application. This decision cannot be appealed, but 
agencies denied access to HMIS may re-apply in the future if they can effectively address 
the reasons their initial application was denied. 

h. The HMIS Access Ad Hoc and the HMIS Lead reserve the right to remove HMIS Access if the access 
is not being used to improve service provision for clients or contributing meaningful data to the 
Orange County CoC. Examples of unacceptable uses of HMIS include but are not limited to:  

a. Using HMIS data to monitor the whereabouts or service utilization of participants for 
purposes outside of housing-focused case management  

b. Using HMIS data outside of a business need 
c. Using data in HMIS as a reason to not serve a client that is not related to eligibility criteria 

(ie. substance use history, mental health issues, etc.)  
d. Sharing client identifying data with persons or groups that don’t have access HMIS 

VI. HMIS Access Working Group 
a. The HMIS Access Working Group will be comprised of three or four Continuum of Care (CoC) 

General Members selected by the current HMIS Access Working Group Members, the CoC 
Collaborative Applicant and the HMIS Lead, and appointed by the CoC Board. The HMIS Access 
Working Group will meet monthly or on an as-needed basis for the purposes of evaluating 
HMIS Access Applications. 
 
When vacancies occur, the Office of Care Coordination as the CoC Collaborative Applicant will 
send an email via the CoC distribution list notifying CoC General Membership of vacancies in 
the HMIS Access Working Group and soliciting interested participants. Additionally, as needed, 
the HMIS Access Working Group, CoC Collaborative Applicant and the HMIS Lead will outreach 
to qualified CoC General Members individually to solicit interested participants. The CoC will 
confirm interested CoC from General Members to be considered for the HMIS Access Working 
Group. The HMIS Access Working Group, the CoC Collaborative Applicant and the HMIS Lead 
will then review all interested candidates to select the most qualified member(s) for the 
working group to be recommended to the CoC Board for appointment. 

a. Qualifications: 
i. Individual must belong to an agency that is an Orange County CoC General 

Member or be an Individual General Member 
ii. At least two (2) years of experience with the Homeless Management Information 

System (HMIS) preferred 
iii. At least two (2) years of experience with the Orange County homeless service 

system 
iv.  Works collaboratively with team members and can provide constructive 

feedback 
v.  Ability to make informed decisions based on objective analysis of available 

information 
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vi. Desire to positively impact the Orange County homeless system 
vii. Understanding of the Orange County CoC’s responsibility of promoting access 

and effective utilization of mainstream programs 
 

VII. Participating Agency Requirements 
a. Submit an HMIS Participating Agency Agreement 

a. Participating agencies must submit an HMIS Participating Agency Agreement, signed by 
the agency’s Executive Director with an original signature in blue ink (wet, not digital) 
before the agency and/or projects can be set up in HMIS. 

b. This document must be renewed annually with new agreements being signed during the 
annual HMIS Agency Audit. 

b. Executive Directors must confirm the designation of an Agency Administrator and Backup Agency 
Administrator at the time of agency setup. 

a. If Agency Administrators or Backup Agency Administrators must be designated after 
initial agency setup, Executive Directors must contact the HMIS Lead Agency (via the 
online HMIS Help Desk) to notify the HMIS Lead Agency of the new Agency Administrator 
or Backup Agency Administrator.  

b. The following information is required of all Agency Administrators and Backup Agency 
Administrators: 

i. Full name. 
ii. Work email address. Personal emails will not be allowed. Shared email accounts 

are also not allowed. 
iii. Work phone number. 

c. Comply with all federal, state and local government laws and regulations regarding non-profit 
data collection, and with all HMIS policies and procedures including the latest versions of the 
HMIS Data and Technical Standards Final Notice and the HMIS Data Standards Manual relating 
to the collection, storage, retrieval, and dissemination of client information. 

d. When applicable, participating agencies may be obligated to comply with the Health Insurance 
Portability and Accountability Act (“HIPAA”), and/or with 42 CFR Part 2, regarding the 
confidentiality of substance use disorder patient records.  Where possible, these agencies should 
comply with HIPAA, with 42 CFR Part 2, and with the HMIS Privacy Plan.  If it is not possible to 
reconcile all of the applicable rules, then agencies should comply with the more stringent 
regulations.  Agencies and programs are responsible for ensuring HIPAA and 42 CFR Part 2 
compliance. 

e. Abide by the Violence Against Women and Department of Justice Reauthorization Act of 2005 
(VAWA). 

f. Participate in an annual HMIS Agency Audit to ensure compliance with the HMIS Policies and 
Procedures. Review the Agency Audit Form for an overview of the items included in the audit. 
Please note that the audit form may change to accommodate changes in requirements. 

a. 211OC will audit all HMIS Participating Agencies on a yearly basis, regardless of funding 
source. The CoC Collaborative Applicant may also attend audits. 

http://ochmis.org/for-agencies-projects-currently-set-up-in-hmis/
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b. 211OC will include the audit checklist in the scheduling email sent to the Agency 
Administrator two (2) weeks prior to the audit. 

c. Agencies are expected to be prepared for the audit by completing all items included in 
the scheduling email.  

d. An Agency Administrator must be present during the audit. 
e. Agencies and 211OC can request to reschedule the Agency Audit up to one (1) business 

day before the audit is scheduled. Requests to reschedule or cancellations that occur after 
that window has passed may be subject to corrective action. 

f. If any deficiencies are found in the audit, the agency and the 211OC staff person will agree 
upon a date that the issue should be resolved by. If the corrections are not made by the 
agreed upon date, the agency will be subject to corrective action. 

g. Pay HMIS participation fees based upon CoC board approved fee structure.  
a. The HMIS User License Fee Policy is applicable to all agencies participating in the Orange 

County HMIS. 
b. Agencies that receive state and/or federal funding that require HMIS participation will be 

charged for the number of licenses the agency has active at the end of the calendar year, 
based on the fee structure detailed below:  

i. 1 – 5 users: $750 annually  
ii. 6 – 24 users: $2,750 annually  

iii. 25 or more users: $3,500 annually 
c. Agencies that are Coordinated Entry Access Points will be charged an annual fee of $200 

in addition to any user fees they may incur. This applies to all Access Points, whether or 
not they are required to participate in HMIS. The $200 fee will apply to agencies 
regardless of the number of Coordinated Entry Systems they are participants in. 

d. Agencies are allowed up to two active Agency Administrators at a time. Agencies will be 
allowed an additional Agency Administrator for every 700 active enrollments at the end 
of the calendar year. Agencies that require additional Agency Administrators in addition 
to those outlined in this policy must pay the set-up and ongoing user fees for those 
accounts, and can contact 211OC for an invoice. 

e. If a user has access to multiple agencies in HMIS, only the agency where the user is 
employed will be charged.  

f. Agencies that are newly awarded funding that requires HMIS participation during the 
calendar year will be required to pay $500 prior to the awarded funding being 
implemented in HMIS.  

h. Complete any reporting, data quality, data entry, or other requirements outlined by the U.S. 
Department of Housing and Urban Development (HUD), the Coordinated Entry System (CES) 
Lead, or the HMIS Lead. Agencies can work collaboratively with other HMIS participating agencies 
to complete reporting, data quality, data entry, other requirements. The CES Lead and HMIS Lead 
will only request the minimum necessary data and reports.  

a. All agencies participating in HMIS are included in the HMIS Data Quality Report Cards 
published on a quarterly basis. The HMIS Data Quality Report Cards are created and 
posted by the HMIS Lead. Review the Data Quality Monitoring and Reporting Process 
section of the Data Quality Plan for details regarding this process. 



Orange County HMIS Policies and Procedures   
 

16 
Updated 11/2023 

b. Agencies with Street Outreach, Emergency Shelter, Transitional Housing, Rapid Re-
Housing, or Permanent Supportive Housing/Other Permanent Housing projects are 
included in the Project Performance reports published on a monthly basis. Review the 
Orange County CoC Project Performance Overview document for more details on this 
process. 

i. Comply with Orange County’s minimum participation requirements for HMIS usage. 211OC will 
conduct a quarterly review to ensure all agencies are meeting the minimum participation 
requirements. If any of the following are true at the time of the review, the agency will have one 
month to rectify the issue. If the issue is not resolved after one month the HMIS Agency Access 
Working Group will be notified to determine whether or not the agency should continue to have 
access to HMIS. If the agency is found to not meet the minimum participation requirements 
during the quarterly review at least three times in a year the HMIS Agency Access Working Group 
will also be notified. 

a. Agency does not have at least one active user.  
b. Agency does not have at least one active enrollment.  
c. Agency does not have activity in HMIS in the past 30 days. Activity includes enrollments, 

services, assessments, files, or exits. (This minimum participation is not applicable to 
Public Housing Authorities) 

d. Agency did not submit the HIC and/or PIT for appropriate project types.  
e. Agency does not have at least one Agency Administrator that is an active HMIS user. 
f. Agency has not had staff representation for at least one User Meeting during the previous 

quarter.  
j. Organizations found to not meet one or more of the guidelines above may be contacted by the 

HMIS Lead Agency to discuss the appropriateness of the agency’s continued participation in the 
OC HMIS, the HMIS Lead may inform the HMIS Access Ad Hoc to determine the appropriateness 
of the agency’s continued participation in the OC HMIS, and the organization may have HMIS 
Access revoked.  

VIII. Agreements and Certifications 
a. All OC HMIS Participating Agencies must have updated versions of the documents below on file 

with the HMIS Lead Agency, 211OC, in order to gain and retain access to the OC HMIS. 
a. Interagency Data Sharing Consent Form – Allows client-level data and enrollment data 

to be shared among OC HMIS Participating Agencies. HOPWA funded projects are exempt 
from the data sharing mandate due to privacy laws protecting clients’ HIV status. The 
Interagency Data Sharing Consent Form must be signed by the participating agency’s 
Executive Director with an original signature in blue ink (wet not digital). 

b. HMIS Participating Agency Agreement – Outlines the participating agency’s 
responsibilities in protecting client privacy, properly obtaining client consent to share 
data, monitoring the use of HMIS and reporting any breaches of security by agency staff 
and improper system use of HMIS. Must be signed by the Executive Director with an 
original signature in blue ink (wet not digital).  
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c. User Agreement – Outlines the HMIS User’s responsibilities in protecting client privacy, 
proper system use and abiding of the HMIS Policies and Procedures. Must be signed 
during each user’s first log-in to HMIS, and must be renewed annually. 

IX. HMIS User Access Roles 
b. Users with access to HMIS will be assigned one of the following access roles. Access roles 

control the level and type of access the user has to functionality within the OC HMIS. 
a. Agency Staff: Users with this access have the ability to add and edit client profiles, 

enrollments, services, and exits, as well as the ability to run client-level, canned, and ad 
hoc reports. This level of access is the most common in OC HMIS. 

b. Agency Administrator: Users with this access have the same abilities as Agency Staff 
users, as well as the ability to delete enrollments, services, files, and location data at the 
user’s Primary Agency. 

c. Read Only: Users with this access can view client profiles, enrollments, services, and 
exits, but cannot add or edit data, and they cannot run canned or ad hoc reports. 

d. CES Access: Agency Staff or Agency Administrator users can also be given CES access. 
Users with CES access have access to the Referrals page, which includes adding clients to 
the Community Queue, adding and editing housing opportunities, and reviewing or 
denying matches to housing opportunities. 

X. HMIS User Requirements 
a. Agency Staff and Agency Administrator users must complete the following trainings: 

a. HMIS Part 1 Training – Covers the history and purpose of HMIS and the contents of the 
OC HMIS Policies and Procedures handbook.  

b. HMIS Part 2 Training – Covers HMIS functionality, HUD definitions, key terms, and data 
quality best practices.  

c. HMIS Task List – A list of tasks to be completed by the user in the Clarity Training Site to 
assess what the user has learned.  

b. Read Only users must complete the following training: 
a. HMIS Part 1 Training – Covers the history and purpose of HMIS and the contents of the 

OC HMIS Policies and Procedures handbook.  
c. Users requesting CES access must complete the following training in addition to the trainings 

mentioned in part A of this section. 
a. HMIS Coordinated Entry Training – Includes an overview of the different roles involved in 

the Coordinated Entry process, and a review of the HMIS functionality needed for each 
role.  

d. All HMIS Users must provide the following information in order to receive an HMIS account: 
a. The HMIS User’s first and last name. 
b. The HMIS User’s work email. Personal emails will not be allowed. Shared email accounts 

are also not allowed. 
e. All HMIS Users must be able to clearly explain the purpose and benefit of HMIS and the related 

HMIS Consent Form to the homeless and at-risk of homelessness populations as detailed in the 
Client Privacy section. This includes providing an overview of: 
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a. What is HMIS? 
b. What personal identifying data will be collected and how it will be used 
c. Privacy and confidentiality standards 
d. Revocation of consent and how to do it 

XI. Agency Administrator Requirements 
a. Agency Administrators must complete the Agency Administrator training before they can be 

certified as Agency Administrators. This training covers the responsibilities of the Agency 
Administrator, as well as training on HMIS functionality specific to Agency Administrators. 

b. Agency Administrators are responsible for training all staff at their agency as needed. 
a. Identify staff members who need access to HMIS and ensure they complete any required 

HMIS User trainings in a timely fashion. 
b. Inform the HMIS Help Desk of HMIS Trainings completed by any users at the agency by 

submitting the HMIS Account Update and Testing Form. 
c. Agency Administrators are the primary technical support for their HMIS Users. 

a. All HMIS User technical questions should be directed first to the Agency Administrator. If 
the Agency Administrator cannot solve the problem, they can then contact the HMIS Help 
Desk. HMIS Users who are not certified Agency Administrators are not allowed to contact 
the HMIS Help Desk. See the Help Desk Policies section for more details. 

d. Agency Administrators are responsible for sharing system-wide changes and other relevant 
information with all users at their agency. 

a. Agency Administrators periodically receive emails from the HMIS Lead Agency regarding 
HMIS. Agency Administrators are responsible for reading these emails and 
communicating the relevant information in them to their staff who are HMIS Users. 

b. Agency Administrators should attend the monthly User Meetings. These webinars are 
announced via direct email to all Agency Administrators. 

e. Agency Administrators must notify the HMIS Lead Agency of all personnel changes. 
a. When an HMIS User no longer needs access to HMIS, whether due to changing job 

responsibilities or departure from the agency, Agency Administrators must complete the 
HMIS Account Update & Testing Form. 

b. When an Agency Administrator no longer needs access to HMIS, whether due to changing 
job responsibilities or departure from the agency, another Agency Administrator at the 
agency or the Executive Director is required to submit the contact information of the 
replacement Agency Administrator via the HMIS Help Desk. 

f. Agency Administrators must monitor compliance with standards of confidentiality and data 
collection, entry, and retrieval outlined in the OC HMIS Policies and Procedures. 

a. Inform your users that they are obligated to report suspected instances of noncompliance 
and/or security violations to the Agency Administrator as soon as possible. 

b. Escalate any security violations that your agency’s HMIS Users report to you to the HMIS 
Agency Administrator via the HMIS Help Desk. 

c. Ensure that all staff at your agency are aware that HMIS usernames and passwords are 
NOT to be shared with anyone under any circumstances. HMIS Users should not share 

https://www.cognitoforms.com/_211OC/HMISAccountUpdateTestingForm
http://ochmis.211oc.happyfox.com/home
http://ochmis.211oc.happyfox.com/home
https://www.cognitoforms.com/_211OC/HMISAccountUpdateTestingForm
http://ochmis.211oc.happyfox.com/home
http://ochmis.211oc.happyfox.com/home
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their HMIS login information with other staff at their agency, their Agency Administrator, 
their Executive Director, their IT Staff, etc. 

d. Ensure all HMIS users at the agency are able to clearly explain the purpose and benefit of 
HMIS and the related HMIS Consent Form to clients as included in the HMIS User 
Requirements section. 

g. Agency Administrators are responsible for ensuring that agency equipment meets the 
specifications outlined in the Technical Standards section of this document. 

h. Agency Administrators must ensure that agency data quality either meets data quality thresholds 
for each relevant project type, or is on track to meet said thresholds. 

a. Agency Administrators should be able to describe their agency’s regular data quality 
monitoring procedure. For example, “We run x, y, and z reports each month. I identify 
data quality errors and fix them myself or delegate them to Users x, y, and z.” Please 
review the OC HMIS Data Quality Plan for guidance. The HMIS Lead Agency is available to 
help develop an agency’s data quality monitoring procedure as needed.  

b. Agency Administrators must work the HMIS Lead Agency to ensure the agency is 
collecting all relevant Universal and Program Specific Data Elements dependent on 
project type and funding source. 

c. All data entered into the OC HMIS must meet applicable Data Quality and Data Timeliness 
standards based on project type as agreed by the CoC in partnership with the CoC Board 
and the CoC Collaborative Applicant.   

d. Agency Administrators are responsible for ensuring the agency is in compliance with the 
Orange County HMIS Data Quality Plan. 

i. Agency Administrators must ensure all projects in the HMIS database are set-up correctly, and 
notify the HMIS Lead when a project is no longer serving clients. 

a. Agencies should notify the HMIS Helpdesk when they would like any of their projects to 
start participation in the OC HMIS. The HMIS Lead Agency and/or the CoC Collaborative 
Applicant reserves the right to deny access to agencies and/or projects that do not serve 
the homeless population. 

b. The HMIS Lead Agency and/or the CoC Collaborative Applicant will provide technical 
assistance and recommendations to the agency on how to best set up the project in HMIS 
to ensure adequate reporting and benefit to the Orange County CoC and its System 
Performance Report. Projects whose performance or data quality negatively affects the 
CoC as a whole may be subject to corrective action. Corrective action around performance 
will be done in conjunction with the CoC Collaborative applicant. 

c. Agency Administrators are required to submit a Project Close Out Form when projects 
are no longer active. The HMIS Lead Agency will deactivate the project in HMIS so no new 
enrollments can be added to the project. Data from deactivated projects will remain 
available in HMIS for 7 years per HUD requirements. 

XII. Technical Standards 
a. HMIS Participating Agencies must adhere to the following technical standards with regards to 

all technical equipment used to access HMIS. The HMIS Lead Agency is not responsible for 
providing proper technical equipment or for providing IT services unrelated to HMIS. 

http://ochmis.org/wp-content/uploads/2012/06/HMIS-Agencies-Programs-Closing-Out-2017.pdf
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b. The most recent version of the following web browsers are supported for accessing HMIS: 
a. Google Chrome 
b. Microsoft Edge 
c. Mozilla Firefox 
d. Apple Safari 

c. An internet connection is required to access HMIS, and is the sole responsibility of the 
participating agency. 

d. All screens must lock within 5 minutes of inactivity and point to the computer terminal or 
mobile device login page upon subsequent activity. Users should manually lock their screen 
when they leave their device unattended. 

a. Windows: Press the Windows + L keys on the keyboard 
b. Mobile device: Briefly press the Power button 
c. Mac: Press Control + Command + Q keys on the keyboard 

e. Computers, Tablets, or Other Mobile Devices that Access HMIS OR share a network with 
computers or mobile devices that access HMIS (iPads and other devices that run on iOS are 
exempt from these requirements) 

a. Must have virus protection software that has been updated in the past week and 
performs scans daily and automatically updates to the most current version. 

b. Must have a firewall in place between any computer and internet connection for the 
entire network, be protected with at minimum Wired Equivalent Privacy (WEP), use 
Network Address Translation (NAT), and maintain the most recent virus security 
updates. 

f. All computer terminals and mobile devices used to access HMIS (including organization network 
equipment) must be stored in a secure location (ie. a locked office area that is not accessible to 
the public). 

g. The Executive Director or other empowered officer within the HMIS participating agency will be 
responsible for the maintenance and disposal of onsite computer and mobile device 
equipment. This includes:  

a. Purchase of and upgrades to all existing and new computer and mobile device 
equipment for utilization in the system. 

b. Provision of computer terminals or mobile device to all HMIS Users for accessing HMIS 
that have a unique username/password to log onto the operating system. 

XIII. Privacy 
a. HMIS Account Passwords 

a. The HMIS vendor will enforce a password change for all HMIS accounts every 180 days. 
b. HMIS Users will never share passwords or HMIS accounts for any reason. The sharing of 

HMIS accounts and/or passwords directly endangers the privacy of clients who entrust 
their personal identifying information to the OC HMIS.  HMIS users found to be sharing 
HMIS accounts and/or passwords will be subject to corrective action. 

c. After 30 minutes of inactivity in the OC HMIS, the system will automatically lock the user 
out and the user will need to enter their password again to gain access to HMIS. 
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d. If an HMIS User attempts to log in four (4) times with an incorrect password, the HMIS 
will automatically lock their account. The HMIS user will be unable to access HMIS for two 
hours unless their Agency Administrator contacts the HMIS Helpdesk to unlock the 
account. 

b. Access to HMIS 
a. As discussed in the Agency Administrator Responsibilities section, agency staff who no 

longer need access to HMIS will have their HMIS account access revoked. In the event 
that HMIS account access is not revoked for any reason, the former HMIS User is required 
to act with integrity and not attempt to access HMIS if their job duties no longer include 
HMIS or if they leave their HMIS participating agency. 

b. The HMIS Lead Agency reserves the right to lock the account of an HMIS User who has 
not completed required trainings. The HMIS Lead Agency will unlock the account once the 
required trainings have been completed. 

c. If an HMIS User does not log into HMIS for 60 days, the HMIS account will be locked 
automatically. The user will receive a notification two (2) calendar days prior to the 
account being locked. If an account is locked due to inactivity, the user will be required to 
complete the trainings outlined in the HMIS User Requirements section as well as any 
other trainings required by the HMIS Lead Agency to regain access to HMIS. 

c. HMIS Data 
a. Participating Agencies 

i. All HMIS Users are required to ensure that client identifying information is never 
sent across an unencrypted network, saved in an unprotected folder on a 
computer, or, in the case of hard copies of client identifying information, stored 
anywhere other than a locked file cabinet or office. 

ii. Client Identifying Information CANNOT be sent over unencrypted email either 
between a participating agency and 211OC or between staff at a participating 
agency. The only permissible way to discuss an individual client over unencrypted 
email is using the client’s ID number.  

iii. Agencies must have a formal policy for intra-agency communication regarding 
clients that protects client privacy.  

b. HMIS Vendor 
i. The vendor will perform daily and weekly backups to prevent loss of data. 

ii. Backups will be stored both onsite and offsite. All standard security and privacy 
precautions apply to offsite storage. The offsite storage facility is equipped with 
surge protectors and natural disaster protective measures. 

d. Client Privacy 
a. In order for client records to be shared in HMIS, clients must consent to share their data 

with other agencies participating in HMIS. 
i. If the agency’s first interaction with the client is over the phone, or otherwise not 

in person, clients can verbally consent to share their data. However, during the 
first in person meeting with the client the agency must ask the client to sign the 
Client Consent to Share Protected Personal Information form to continue sharing 
their data in HMIS. 
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ii. Agency staff must explain the form to clients and how their information is used 
and viewed. 

iii. The form can be digitally signed in HMIS, or the agency can print a physical copy 
of the form for the client to sign. If the client signs a physical copy, the agency is 
required to upload the signed consent form to HMIS. If the agency chooses to keep 
physical files, they must be stored in a secure location. 

b. Protected Personal Information (PPI) is defined in this manual and the Consent to Share 
Personal Protected Information form as: 

i. [Clients’] name and [Clients’] contact information 
ii. [Clients’] social security number and date of birth 

iii. [Clients’] basic demographic information such as gender and race/ethnicity 
iv. [Clients’] history of homelessness and housing (including [Clients’] current housing 

status, and where and when [Clients] have accessed services) 
v. [Clients’] self-reported medical history and disability status, including mental and 

physical health concerns, substance abuse history, and HIV/AIDS status 
vi. [Clients’] case notes and services 

vii. [Clients’] income sources and amounts; and non-cash benefits 
viii. [Clients’] veteran status 

ix. Information about other members of [Clients’] household 
x. [Clients’] self-reported history of domestic violence 

xi. [Clients’] photo (optional) 
c. If clients refuse to sign the Client Consent to Share Protected Personal Information form 

they cannot be pressured into signing the form or denied services on the basis of their 
refusal to sign. Participating agencies should follow the procedure outlined in HMIS Part 
II Training for entering client information into HMIS when clients refuse to sign the Client 
Consent to Share Protected Personal Information form. Refusal to sign the consent form 
means that all of that client’s data is only visible by the agency serving the client, HMIS 
System Administrators, and the HMIS Vendor. 

d. Upon signing the Client Consent to Share Protected Personal Information form clients 
must be made aware of their right to revoke their consent to share protected information 
at any time. 

e. Participating agencies must have copies of the Revocation of Consent form available in 
areas accessible to clients at all times. Clients should NOT have to request this form from 
participating agency staff. 

i. If a client submits a Revocation of Consent form, participating agency staff must 
follow the most current procedure for removing sharing access to the client’s 
protected personal information in HMIS. Review the Refusing/Revoking Consent 
to Share Personal Information knowledge base article for more information. 

f. Participating agencies must post the Note Regarding Collection of Personal Information 
in all areas where HMIS data entry occurs. Participating agencies should direct outreach 
teams to give a copy of the Note to each outreach worker. 

g. Participating agencies must post the Privacy Notice on their website. 

http://ochmis.org/wp-content/uploads/2018/04/OC-HMIS-Client-Consent-form.pdf
http://training.ochmis.org/wp-content/uploads/2018/03/HMIS-Part-2-User-Training.pdf#page=7
http://training.ochmis.org/wp-content/uploads/2018/03/HMIS-Part-2-User-Training.pdf#page=7
http://ochmis.org/wp-content/uploads/2018/04/OC-HMIS-Client-Consent-form.pdf
http://www.ochmis.org/documents/Revocation%20of%20Consent_102015.pdf
http://www.ochmis.org/documents/Revocation%20of%20Consent_102015.pdf
http://ochmis.211oc.happyfox.com/kb/article/111-refusing-revoking-consent-to-share-personal-information/
http://ochmis.211oc.happyfox.com/kb/article/111-refusing-revoking-consent-to-share-personal-information/
http://www.ochmis.org/documents/Note%20Regarding%20Collection%20of%20Personal%20Information_102015.pdf
http://www.ochmis.org/documents/Privacy%20Notice_102015.docx
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h. Participating agencies must have copies of the HMIS Client Grievance form available in 
areas accessible to clients at all times in the event of an HMIS related grievance. Clients 
should NOT have to request this form from participating agency staff. 

i. In the event that the participating agency’s in house grievance policy was not able 
to resolve the grievance, clients will submit the grievance form directly to 211OC. 

e. Client Record Requests 
a. Clients may inspect and obtain a copy of their data as entered in HMIS.  

i. This includes the data on the client’s Profile screen, the client’s Release of 
Information, the client’s enrollment history in any projects that participate in 
HMIS, and a list of all client documents uploaded into HMIS. 

b. Clients may submit the request to any agency participating in OC HMIS that they have 
been served by in the past. 

i. An Agency Administrator at the agency is responsible for submitting a ticket to the 
HMIS Help Desk to request the Client Record Request Dashboard for the client 
within five (5) business days of the request except where exempted by state and 
federal law. 

ii. At the time of the request, the Agency Administrator must decide with the client 
an appropriate method for the client to receive their dashboard that does not 
violate the privacy of the client’s data.  

iii. The HMIS Help Desk will respond to the request as outlined in the HMIS Help Desk 
Policies section. 

iv. An Agency Administrator at the agency is required to review the dashboard with 
the client upon request.  

c. No client shall have access to another client’s data for any reason, except for parents or 
guardians of a minor requesting their minor child’s records. 

XIV. Data Use and Disclosure 
a. Client data may be used or disclosed for system administration, technical support, program 

compliance, analytical use, and other purposes as required by law. Uses involve sharing parts of 
client information with persons within an organization. Disclosures involve sharing parts of 
client information with persons or organizations outside an organization. 

b. Participating Agencies may use data contained in the system to support the delivery of services 
to clients experiencing homelessness in Orange County. Organizations may use or disclose client 
information internally for administrative functions, technical support, and management 
purposes. Participating Organizations may also use client information for internal analysis, such 
as analyzing client outcomes to evaluate programs. 

c. The vendor and any authorized subcontractor shall not use or disclose data stored in the OC HMIS 
without expressed written permission in order to enforce information security protocols. If 
granted permission, the data will only be used in the context of interpreting data for research 
and system troubleshooting purposes. The Service and License Agreement signed individually by 
each Continuum and vendor contain language that prohibits access to the data stored in the 
software except under the conditions noted above. 
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XV. Data Release 
a. Data release refers to the dissemination of aggregate or anonymous client-level data for the 

purposes of system administration, technical support, program compliance, and analytical use. 
b. No identifiable client data, including but not limited to name, Social Security Number, or Date of 

Birth, will be released by the HMIS Lead Agency or any Participating Organizations to any person, 
agency, or organization not participating in HMIS for any purpose without written permission 
from the client, with the exception of subpoenas, academic research purposes or other 
circumstances as required by law.  

c. Each Participating Agency owns their own data that is stored in the system. The agency may not 
release personal identifiable client data without written permission from the client. Agencies may 
release aggregate data for all clients to whom the agency provided services. Aggregate data is 
data that has been collected from different clients and compiled into sums. Agencies may share 
this data for their agency as a whole, or for each of their projects. 

d. Coordinated Entry data is owned by the CES Lead. 
e. The Orange County CoC may release aggregate data about its own continuum at the program, 

sub-regional, and regional level. Aggregate data may be released without organization 
permission at the discretion of the CoC.  

f. Requests for regional or sub-regional data, including data for Academic Research Purposes, must 
be reviewed and approved by the CoC Board prior to the data being released if the request has 
not been pre-approved according to the Data Request Matrix below. If the request is pre-
approved, the CoC Board will be notified that data has been shared. 

g. Requests for data must be submitted to the HMIS Lead by submitting the Data Request Form, 
which includes the information below. 

a. Requestor’s Name 
b. Requestor’s Organization 
c. Description of the data needed, including reporting period and specific data elements 
d. Description of what the data will be used for (research, media use, etc) 
e. Will this data be published? If yes, where? 
f. When is the data needed by? 
g. How often is this data needed?  

h. Data Requests for Academic Research Purposes may include personal protected information if 
the research is being conducted by: 

a. An individual employed by or affiliated with an HMIS participating agency for use in a 
research project conducted under a written research agreement approved in writing by 
the CoC Collaborative Applicant; or 

b. By an institution for use in a research project conducted under a written research 
agreement approved in writing by the CoC Collaborative Applicant.  

c. A research agreement must: 
i. Establish rules and limitations for the processing and security of personal 

protected information in the course of the research;  
ii. Provide for the return or proper disposal of all personal protected information at 

the conclusion of the research;  

http://ochmis.org/data-request-form-2/
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iii. Restrict additional use or disclosure of personal protected information, except 
where required by law; and  

iv. Require that the recipient of data formally agree to comply with all terms and 
conditions of the agreement.  

i. Data Requests that seek clarification or require a subset of data that has already been published 
in the form of a dashboard or as part of another data request as approved by the CoC Board may 
be provided by the HMIS Lead Agency in consultation with the CoC Collaborative Applicant.  

 

Data Request Matrix 

Data Request Criteria 
HMIS Participating 

Agency 
Entity Does not 

Participate in HMIS 

CoC Board Sub-
Committee/Work 

Group 

CES 
Administrators1 

  Approved 
Needs 
Approval 

Approved 
Needs 
Approval 

Approved 
Needs 
Approval 

Approved Needs 
Approval 

Aggregate system level data X   X X  X  

Program Descriptor data2  X  X X  X  

Client-level data3  X  X  X  X 

Ongoing data requests X   X  X X  

For use as research  X  X X   X 

For media release  X  X  X  X 

For other public use  X  X  X  X 

 

XVI. Data Breach 
a. A data breach is the unauthorized access or acquisition of data that compromises the security, 

confidentiality, or integrity of data in HMIS.  Data may be in any format (electronic, hardcopy or 
verbal) and may consist of a single piece of data and/or an entire data system.  

b. Breaches to the HMIS servers are managed by the HMIS vendor. If a breach to the HMIS servers 
occurs, the HMIS vendor will notify the HMIS Lead, and the HMIS Lead will notify the 
participating agencies as appropriate. 

c. Breaches may also occur at participating agencies. The participating agency is responsible for 
immediately mitigating the data breach to the extent possible as soon as the breach is 
identified, including notifying clients who may have been impacted by this breach. Data 
breaches could include but are not limited to: 

                                                      
1 CES Administrators include the Agency Administrators at agencies that have been contracted by the CES Lead to manage 
and facilitate the Coordinated Entry System in HMIS. 
2 Project descriptor data elements (PDDE) are intended to identify the organization, specific project, and project details for 
each project participating in HMIS. Approved entities may request PDDE for any projects in HMIS. 
3 Client-level data requests from CES Administrators and CoC Board Sub-Committees or Work Groups should be submitted 
through the HMIS Help Desk, and will be reviewed and approved by the CoC Manager, the CES Lead, and the HMIS Lead. 
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a. HMIS users sharing HMIS account and/or passwords with others. 
b. Sharing client identifying information with anyone that doesn’t have access to HMIS or 

hasn’t been approved to access that data. 
c. Sharing client identifying information over an unencrypted network. 
d. Leaving printed documents with client identifying information in an unsecured location. 

d. Any suspected data breach must be reported to the HMIS Lead by submitting the Data Breach 
Incident Report. The HMIS Lead will review the breach and the mitigating actions taken by the 
agency, and will assist with any additional action that may be needed.  

e. The HMIS Lead will report all data breaches to the Agency Access Working Group, and that 
group will determine if any corrective action is needed. Corrective action may include but is not 
limited to notifying the CoC Board, CoC Lead, and funders of the agency, and revoking HMIS 
access. 

XVII. Data Integration 
a. Data integration is the process of exporting data from one data system and importing it into 

another. For the purposes of this policy, data import is the process of taking data from an 
outside case management database and importing it into HMIS, and data export is the process 
of taking data out of HMIS and importing it into an outside case management database.  

b. Requests for data import or export must be submitted through the Data Integration Request 
Form. Agencies requesting exports of their own data do not require approval from the CoC 
Board. All other requests are decided by the CoC Board in conjunction with the CoC Lead and 
the HMIS Lead. Requests must demonstrate how the data integration will improve care 
coordination for clients in order to be considered. 

c. Consult the current HUD Data Dictionary and HUD Data Standards Manual for HUD standard 
fields collected in HMIS. All imports must be in HUD CSV Format unless otherwise approved by 
the HMIS Lead. 

d. Agencies wishing to request any data integration with OC HMIS must agree to the following 
policies. The Requesting Agency and/or Outside Database Vendor must sign an MOU prior to 
any work being completed. 

a. Prior to transferring any data, the HMIS Lead will conduct an Agency/Vendor Review 
which may include but is not limited to privacy, security, data sharing, data storage, data 
timeliness, data completeness, and data collection practices. 

b. All approved data integrations are subject to an annual review by the HMIS Lead, CoC 
Lead, and CoC Board. This review will include a certification to ensure the data 
integration is in compliance with the HMIS Policies and Procedures, and that the items 
included in the Agency/Vendor Review are still in effect. The review will also consider if 
the data integration is still necessary and favorable for the Continuum of Care. If the 
data integration is no longer considered necessary or if the audit is failed, the data 
integration will be terminated. 

c. Violation of any of the policies and procedures in this document may be grounds for 
termination of the data integration at any time, and is at the discretion of the HMIS 
Lead. The CoC Board will be notified of any data integrations that have been terminated. 

https://www.cognitoforms.com/_211OC/DataBreachIncidentReport
https://www.cognitoforms.com/_211OC/DataBreachIncidentReport
http://ochmis.org/data-integration-request-form/
http://ochmis.org/data-integration-request-form/
https://www.hudexchange.info/resource/3824/hmis-data-dictionary/
https://hudhdx.info/vendorresources.aspx
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d. The HMIS Lead will provide an estimate for implementation and maintenance fees upon 
receiving the appropriate data integration request form. If the CoC chooses not to cover 
these fees, they will become the responsibility of the agency requesting the data 
integration. Fees will be updated annually by the HMIS Lead. 

e. The Requesting Agency and Outside Database Vendor must agree to the Roles and 
Responsibilities outlined in this policy as applicable. 

f. Data integrations are subject to all policies and procedures outlined in this document. 
Imported data is owned by the agency responsible for managing the data in HMIS. 

g. Data integration projects approved by the CoC Board will be scheduled to accommodate 
the current workload of the HMIS Lead. Scheduling is at the discretion of the HMIS Lead. 

e. A critical component of data integration is understanding the responsibilities of those involved 
in the process. The following participants may be involved in the data integration process. 
Please review the tables below for the expected responsibilities for each participant. The 
responsibilities are subject to change and will be finalized when the project plan for the data 
integration is developed. 

a. HMIS Lead: HMIS administrator for the Orange County CoC 
b. Requesting Agency: The Provider that is serving clients directly, and is the responsible 

party for the data. If the Requesting Agency is requesting a data import, the agency 
must be participating in HMIS, and must be in compliance with all policies and 
procedures outlined in this document. If the agency is not already participating in HMIS 
and does not meet the criteria outlined in the Agency Access section, the agency must 
submit the Agency Access Application and be approved to access HMIS prior to 
submitting the Data Import/Export Request Form. 

c. Outside Database Vendor: The entity that provides the technical and administrative 
support for the outside database. This entity will not be given direct access to HMIS. 
 

Importing Data into HMIS 

Task Responsibility 

Submit Data Integration Request Form Requesting Agency 

Determine specifications of import into HMIS (frequency, report 
parameters, data elements, report format, etc.) 

HMIS Lead/Requesting 
Agency 

Develop project plan HMIS Lead 

Review privacy/consent practices for outside database to ensure 
client consent to share data in HMIS HMIS Lead 

Review outside database for proper collection of HUD required 
data and/or custom data HMIS Lead 

Format/prepare data in approved format Requesting Agency 

Review prepared data for accuracy and completeness Requesting Agency 

Submit prepared data in approved submission process Requesting Agency 

Review data from agency for proper format and completeness HMIS Lead 

Complete import of data into HMIS HMIS Lead 

Review imported data in HMIS and review accuracy/completeness Requesting Agency 

Report any data imported incorrectly to HMIS Lead Requesting Agency 
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Resolve any issues with import file or requesting database and 
resend data as needed Requesting Agency 

Resolve any issues with HMIS import and re-upload data as 
needed HMIS Lead 

 

Exporting Data from HMIS 

Task Responsibility 

Submit Data Integration Request Form Requesting Agency 

Determine specifications of export from HMIS (frequency, report 
parameters, data elements, report format, etc.) 

Outside Database 
Vendor/HMIS 
Lead/Requesting Agency 

Develop project plan HMIS Lead 

Represent and warrant software is in compliance with best 
practice policies for privacy and security practices Outside Database Vendor 

Represent and warrant software is in compliance with best 
practice policies for access roles and data sharing Outside Database Vendor 

Represent and warrant software is in compliance with best 
practice policies for data storage and security infrastructure Outside Database Vendor 

Review agencies/users that will have access to data to ensure 
compliance with HMIS Policies and Procedures HMIS Lead 

Ensure HMIS Consent Form and related documents name outside 
database/vendor for transparency HMIS Lead 

Create export file and/or export data from HMIS as needed HMIS Lead 

Import data into outside database Outside Database Vendor 

Review imported data in outside database for 
accuracy/completeness 

Outside Database 
Vendor/Requesting Agency 

Notify HMIS Lead of any errors with export data 
Outside Database 
Vendor/Requesting Agency 

Resolve any issues with HMIS export and resend data as needed HMIS Lead 

Resolve any issues with outside database import as needed Outside Database Vendor 

 


